Browser Configuration for Internet Explorer 8.0

The settings listed below represent the best recommendations for most workstations to access courses
and content on Navy e-Learning. Due to the diversity of the course content offered, these changes are

necessary to achieve the maximum experience.

Please follow the instructions below carefully. If you experience difficulties or require further assistance,
please contact the NETC Enterprise Customer Support Center for support. Contact information is
available under the Help Button on the Navy eLearning homepage.

A. With Internet Explorer open, click on
View and then Toolbars.
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3. You may also try holding down the

Control key (Ctrl) on the keyboard and click the Launch button to bypass your Pop Up blocker.
Keep holding the Ctrl key down until any new windows appear or 10 to1l5 seconds of time has
passed. This technique helps to bypass some Pop Up blockers but not all. If holding the Ctrl key
does not work, you may also wish to try holding down either the Alt key or the Shift key. With the
variety of Pop up blockers available out there it is beyond the scope of this document to list them

all and how to bypass them.

4. Some search toolbars/pop up blockers may need to be uninstalled from your system through the

Add/Remove Icon in the Control Panel to be able to launch the courses properly.

5. If WINXP Service Pack 2 or greater is installed, disable Pop-up Blocker listing from the Tools |
Pop-up Blocker menu. If it says “Turn Off Pop-up Blocker”, the Pop-up Blocker is current On and
needs to be turned Off. If it says “Turn On Pop-up Blocker, then just the opposite is true.
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Browser Configuration for Internet Explorer 8.0

B. Next, click on Tools | Internet Options.
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C. Under the General Tab.

1. Under "Browsing history", click the “Delete...” button.

2. Check the Temporary Internet files box.

3. Check the Cookies box.

4. Click the “Delete” button, and you will be returned to the Internet Options General tab.

,

[T Preserve Favorites website data
Keep cookies and temporary Internet files that enable your favorite
websites to retain preferences and display faster.

General |Security | Privacy I Content | Connections I Programs I ndvanced/

Home page
To create home page tabs, type each address on its own lin
l2g) " Temporary Internet files
http:/www.google.com/ A / parany
g o =y Thages, and media that are saved for faster

-

fored on your computer by websites to save preferences
such as login information.

[ History
List of websites you have visited.

Use gurrent Use default ][ Use,élank ]

Browsing history

.’/I_ Delete temporary files, history, cookies, saved p#sswords,
¥} and web form information.

: - o [ Form data
[V]Relets bropsing history on exit Saved information that you have typed into forms,
([ Delete... ]D Settings ]
P — [T Passwords
Search L= Saved passwords that are automatically filled in when you sign in
Change search defaults, m to & website you've previously visited,
[ InPrivate Filtering data

Saved data used by InPrivate Filtering to detect where websites may

Tabs be automatically sharing details about your visit.
T | Change how webpages are displayed in
—
Appearance ]

[ Colors ” Languages H Fonts ” Accessibility ]
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Browser Configuration for Internet Explorer 8.0

D. Click the "Settings" button under the “Browsing History” above next to “Delete...”. Select the option
"Every time | visit the webpage" and then click "OK".

‘b Temporary Internet Files and History Settings u

Temporary Internet Files

Internet Explorer stores copies of webpages, images, and media
for faster viewing later.

() Automatically
) Newer

Disk space to use (8-1024MB) 50 =
{Recommended: 50-250MB)

Current location:

C:\Users\admin\AppDataiLocal Wicrosoft\WindowsTemporary
Internet Files)

Mave folder... ] [ View objects ] [ View files

History

Spedfy how many days Internet Explorer should save the list
of websites you have visited.

Days to keep pages in history: 0 =

E. Click the Security Tab
1. Ensure the Internet Icon is selected at the top.
a. Under "Security level for this zone" click the “Custom Level..." Button.
b. Inthe "Security Settings" window, Under "Reset custom settings”, choose "Reset to Medium"
and press “Reset...”
c. Answer “Yes” to the pop-up “Are you sure you want to change the settings for this zone?”

| Genera( Security Yprivacy | content | connections | Programs | Advanced| Settings
S —

.93 .MET Framework

Select a zone to view or change security settings. .93 Loose XAML
& (7)) Disable
o - J ® @ Enable
calintranet  Trusted sites  Restricted © Prompt

sites @ﬁ ¥AML browser applications

Internet

This zone is for Internet websites,
except those listed in trusted and
restricted zones.

(0) Disable

Security level for this zone
Allowed levels for this zone: Medium to High

Medium

-Prompts before downloading potentially ungé&fe
content
-Unsigned ActiveX controls will not be dowhloaded

=
Enable Protected Mode (requires restarting Reset custom settinas

@ [ Custom level... ] Default level ] Reset to: [Medium oﬂ Reset... I

*Takes effect after you restart Internet Explorer

ternet Explorer)

[ Reset all zones mM\«'e\ ]

OK ] [ Cancel ]

[ QK J[ Cancel ][ Apply ]
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d. Under the top section for Settings, Ensure "Submit non-encrypted form data" is "Enabled"”,
and click "OK".

e. A message may appear asking "Are you sure you want to change the settings for this zone?"
Click "Yes".

= =

Settings

|| Mavigate windows and frames across different domains
@ Disable

() Prompt
|| Open files based on content, not file extension
() Disable
(@ _Enable
|| Submit non-encrypted form data

() Disable
@ Enable
() Prompt I

|| Use Pop-up Blocker
() Disable
@ Enable
|| Use SmartScreen Filter

4 Nieshla
< m |

*Takes effect after you restart Internet Explarer

Reset custom settings

Besetto:  [medum-high (default)

2. Click on the Trusted sites Icon.
a. Just below and to the right of the Trusted sites icon, click on the Sites button.
b. Uncheck the box, “Require server verification (https:) for all sites in this zone”.
c. Inthe top box, “Add this website to the zone”, type in “ *.navy.mil ” and click the “Add” button.
d. Click “Close”.

| General | Security |Pri\raq-I I Content | Connections I Programs | nd\rancedl

Select a zone to view or change security settings. -

q Q J ® You can add and remove websites from this zone. All websites in
Intermet  Local intrany Restricted L this zone will use the zone's security settings.
sites
Trusted sites Sie
This zone contains websites that you [——I s Add this website to the zone:
trust not to damage your computer or |
your files.
You have websites in this zone.
Security level for this zone Websites:
Allowed levels for this zone: All *.navy.mil
I Low

- Minimal safeguards and warning prompts are provided
- Most content is downloaded and run without prompts
- All active content can run

- Appropriate for sites that you absolutely trust

=

Enable Protected Mode (requires restarting Internet Explorer)

| [] require server verification (https:) for all sites in this zone I

[ Custom level... ][ Default level ]
] Close

[ Reset all zones to default level

o) Lo ) o
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e. With Trusted sites still selected, under “Security level for this zone” click the “Custom

Level...” Button.

f. Inthe “Security Settings” Window, Under “Reset custom settings”, choose “Reset to Low” and

press “Reset...".

g. Answer “Yes” to the pop-up similar to the previous step.
h. Click “OK” to return to the Internet Options window.

€ Sty Sentns Tousted St 2o 8

| General | Security |Pri\raq'I I Content I Connections I Programs I nd\ranced|

Select a zone to view or change security settings.

@ &4 /|0

Settings

._-ﬁ MET Framework
._d‘% L_oose KAML

() Disable

@ Enable

Trusted sites
) ) ; 5|
This zone contains websites that you

trust not to damage your computer or
wour files,
You have websites in this zone,

Security level for this zone
Allowed levels for this zone: All

Low
- Minimal safeguards and warning prompts are provided
- Most content is downloaded and run witfiout prompts
- All active content can run
- Appropriate for sites that you absolutgly trust

=

Enable Protected Made (requires restarting Znternet Explorer)

I Custom level... Default level

- -
Internet  Local intranet | e =abeli=s | Restricted @Waming! _ u
sites -

Are you sure you want to change the settings for this zone?

[ Reset all zones m}eg{t level

Cancel Apply

F. C|ICk on the Privacy Tab

1. Uncheck “Turn on Pop-up Blocker” if checked.

) Prompt
% MET Framework—rellant components

g Permissions for companents with manifests
P Die=hls
< 1n |

-
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*Takes effect after you restart Internet Explorer

Reset custom settings

Resetto: [Lon iﬁj [ Reset. |

] ‘

] ) Cancel ]
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2. If available, click on Default so the slider will be set to Medium

3. Click the “Sites” button

4. Type “*.navy.mil “into the “Address of Web site:”, click Allow and OK.

| General I Semritﬂ Privacy Dlonhent I Connections I Programs | ndvanced|

Settings
!: Select a setting for the Internet zone.

Medium

- Blocks third-party cookies that do ngitfGve a compact
privacy policy

- Blocks third-party cookies thetsave information that can
be used to contact you wHout your explicit consent

- Restricts first-partyBokies that save information that
can be used to gefitact you without your implicit consent

Import ][ Adyvanced ]
T~

Prevent most pop-up qdows from Settings
2 )

[ Turn on Pop-up Blocker

} [¥] Do not collect data for use by InPrivate Filtering

Disable toolbars and extensions when InPrivate Browsing
Eil starts

Coc ) Comer ] (Caomn )
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Manage Sites

P cookies, regardless of their privacy policy.

& °  You can specify which websites are always or never allowed to use

Type the exact address of the website you wart to manage, and then click Allow

or Block.

To remove a site from the list of managed sites, select the name of the website

and click the Remove button.

Address of website:

= navy.mil|

Managed websites:

| Domain

Bemove

Remove all
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G. Click on the Content Tab
1. Under Content Advisor. Under Content Advisor ensure the button says "Enable".

Internet Options

| General | Security | Priuacy( COntEﬂtHConnections I Programs | Ad\ranced| IMPORTANT NOTE

Farepal ook Please note that if the button says
| . . .

g EST:?.:L:;.E Internet content that can I:EParer'lial Controls Dlsable, yOUf Con_ten_t Advisor is
turned on, and it is password

Content Advisor protected.  You must know the
Ratings help you control the Internet content that can be I

viewed on this computs password in order to disable the
F— | Content Advisor. If you do not

disable Content Advisor, you will

Cer"'ﬁca"esu T e likely experience errors when
SE CEruncates 1or encryp connecaons and iIdentncaoon. . H
attempting to log into Navy
. . elLearning. If you do not recall your
[ Clear S50 state ][ Certificates ][ Publishers ] I Content Advisor password you may
)
AutoComplete | be able to find a troubleshooting
E AutoComplete stores previous entries procedure on the Internet by
g on webpages and suggests matches . “
for you, searching for keywords “Forgot
Feeds and Web Slices I Content Advisor Password”. Be
Fem] Focdsand web Sices provide updated advised this procedure involves
CONTENT mom WeDsItes that can be . . H H
3 read in Internet Explorer and other mOdIfymg your WmeWS Reglstry
programs. | and should only be done by
someone proficient with this type of
modification.
[ oc  |[ cancal || spely

H. Click on the Advanced Tab
1. Atthe top under the Browsing heading ensure your settings match those as listed in the following
graphic. Pay particular attention to the items with arrows.

| General I Security | Privacy I Content I Connections I Programs |<ndvance§)[

Settings

D Browsing

Automatically recover from page layout errors with Compz
Close unused folders in History and Favorites®

|| Disable script debugging (Internet Explorer)

| Disable script debugging (Other)

Display a notification about every script error

Display Accelerator button on selection

|| Enable automatic crash recovery™

Enable FTP folder view (outside of Internet Explorer)

Enable page transitions™

Enable Suggested Sites

Enable third-party browser extensions®

Enable visual styles on buttons and controls in webpages

|| Enable websites to use the search pane™ i

< 1 | 3

*Takes effect after you restart Internet Explorer

[ Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condition.

‘You should only use this if your browser is in an unusable state,

o) o ) [
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2. Scroll to the bottom under the Security heading and ensure your settings match those as listed in
the two following graphics. Pay particular attention to the items with arrows.

Ererem— e I G

N | General | Security | Privacy | Content I Connections I Programs |€d"a”ﬂ?§ﬂ B | General I Security | Privacy I Content | Connections I Programs |@l
Settings Settings
(| Allow software to run or install even if the signature isinvi = ] Enable DOM Storage -
Chedk for publisher's certificate revocation Enable Integrated Windows Authentication™
Check for server certificate revocation™ Enable memory protection to help mitigate online attacks™
Chedk for signatures on downloaded programs Enable native
| Do not save encrypted pages to disk Enable smarts{ The tOp 3 items
/| Empty Temporary Internet Files folder when browser is de PV} Use 55L 2.0 unavoidably
Eniable DOM Storage P /]| Use 551 3.0 repeated from
Enable Integrated Windows Authentication™ S| Use TLS 1.0 . .
Enable memory protection to help mitigate online attacks™ | use s 1.1 previous image.
Enable native XMLHTTF support M usens 1.2
Enable SmartScreen Filter E| || Warn about certificate address mismatch™®
|| Use 55 2.0 (1| warn if changing between secure and not secure mode E|
| Use 550 3.0 Warn if POST submittal is redirected to a zone that does n
S| Use TLS 1.0 i kv
] T | 3 4 m | 3
*Takes effect after you restart Internet Explorer *Takes effect after you restart Internet Explorer
[ Restore advanced settings ] [ Restore advanced settings ]
Reset Internet Explorer settings Reset Internet Explorer settings
Resets Internet Explorer's settings to their default Reset Resets Internet Explorer's settings to their default Reset
condition. — condition, —
‘fou should only use this if your browser is in an unusable state. You should only use this if your browser is in an unusable state.
[ ok || cancel |[ appy | ok | [ cancel |[ apply |

3. Click “Apply” and “OK".

Reboot the computer after making the above changes to ensure your settings are
saved. If you do not reboot your system and for whatever reason you have a
system shutdown, i.e. power outage, fatal error, blue screen of death, ete. your
time spent making these changes may have been for not and you will likely have
to do them all over again. So | repeat, REBOOT NOW!
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